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Introduction to Windows 10

Windows 10 heralds a new era in computing as Microsoft promise 
to renew focus on the enterprise and unify the Windows experience 
across devices, from the phone in your pocket to the display in the 
boardroom. Popular user-driven features such as the return of the 
Start Menu are complemented by new security and management tools 
in an effort to impress all parts of the business.

Undoubtedly, Windows 10 is the most reliable and secure Windows 
platform to date and many business users are already taking 
advantage of several security features that help to protect the OS. 
With mainstream support for Windows 7 having ended in 2015 [1], many 
organizations are now leveraging the migration to Windows 10  
as a catalyst to improve their security posture and roll out more  
secure endpoints for their users before the end of extended support  
in 2020.

Despite a number of security enhancements introduced in Windows 
10, there are still significant challenges when it comes to protecting 
Windows 10 endpoints, especially without compromising end user 
productivity. 

In this paper, we’ll take a closer look at the benefits and limitations 
of Windows 10 and share real world examples of how Avecto’s 
Defendpoint software has helped organizations build secure endpoints 
by complementing Windows 10 rollouts to achieve robust proactive 
security.

Adoption of Windows 10 in the 
Enterprise

Following the launch of Microsoft Windows 10 in July 2015, many 
industry analysts are predicting that enterprise adoption will be the 
fastest ever for the tech giant. Gartner is projecting that by 2020, 
half of all enterprises will be actively migrating to Windows 10[3] 
many of which will already be piloting the new offering. According 

1  http://windows.microsoft.com/en-us/windows/lifecycle
2   https://blogs.windows.com/windowsexperience/2016/05/05/windows-10-now-on-

300-million-active-devices-free-upgrade-offer-to-end-soon/
3  http://www.gartner.com/newsroom/id/3170917

 Windows 10 is now 
running on 300 million 
active devices around 
the world.  

Microsoft
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to Redmond, over 12 million enterprise PCs are already running 
Windows 10, and downloads are in excess of 100 million since it 
launched. Microsoft declared in January 2016 that “ Windows 10 
continues to be on the fastest growth trajectory of any version of 
Windows – ever – outpacing Windows 7 by nearly 140% and Windows 
8 by nearly 400%”.[4]

 
More than 76% of Microsoft’s enterprise customers are in active 
pilots of Windows 10, and over 22 million devices running Windows 
10 across its enterprise and education customers. 

Microsoft is well on the way to meeting a target of one billion users  
by 2018.
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4   https://blogs.windows.com/windowsexperience/2016/01/04/windows-10-now-active-
on-over-200-million-devices
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Alongside the announcement of Windows 10, Microsoft also launched 
the Windows Insider program, which for the first time granted 
consumers and businesses early access to new pre-release builds 
and new features for testing, well in advance of their release. The 
program was since extended beyond the first official release, with 
subsequent and future updates being delivered through several 
rings to organizations. With an estimated five million insider testers, 
Microsoft can accelerate the delivery of new features and updates  
to the market in a way that was previously impossible.

Changes to Patch Tuesdays approach

Alongside the new operating system comes a new approach to patch 
management, with more frequent updates including new operating 
system features being pushed out to users. While some will regard 
more regular updates as essential in the fight against the latest 
threats in the enterprise, unplanned patches may cause concern. 

Microsoft has recognized that most organizations are now 
embedded in the process of monthly patch cycles, and has therefore 
implemented Windows Update for Business to manage enterprise 
updates via Group Policy. This provides control over the deployment 
of updates on Windows 10 Pro, Enterprise and Education editions 
and can be used alongside Windows Server Update Services (WSUS). 
Updates may be deferred up to four weeks and OS upgrades can be 
deferred by up to eight months. 
 
Previously, Microsoft delivered patches as individual bulletins, 
allowing administrators to reject or delay a particular update. With 
the new system, Windows 10 updates are merged as a security 
bundle to ensure all patches are applied together to maximise 
coverage. Any deferments will apply to the entire update.

Peer-to-peer delivery technology has also been added to Windows 10 
updates, allowing administrators to deliver updates to remote sites 
or areas with limited bandwidth very efficiently by allowing endpoints 
to share updates within the network. 

 With an estimated  
5 million insider testers, 
Microsoft can accelerate 
the delivery of new 
features and updates 
to the market in a way 
that was previously 
impossible. 
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New features – advancements  
in Win 10

Windows Hello & Microsoft Passport
Passwords have long been a significant risk for the enterprise.  
The risk is that users can forget them, share them or use simple 
“1234” passwords that are easily guessed by attackers. In Windows 
10, Microsoft has tried to address this issue by replacing passwords 
with strong two-factor authentication combining an enrolled device 
with a biometric Windows Hello or PIN. This can use established 
hardware such as fingerprint readers or harness the latest HD 
webcams for facial recognition.

Windows Hello integrates with Microsoft Passport, allowing users to 
authenticate to an Active Directory account, Azure Active Directory 
account, Microsoft account or any third party that supports Fast ID 
online (FIDO) authentication. The Microsoft Passport allows for easier 
and more secure authentication to protected services and resources.

Top 4 Passwords of 2015 – splashdata[5]

123456

password

12345678

qwerty

1

2

3

4

 In Windows 10, 
Microsoft has tried 
to address the issue 
of passwords by 
replacing them with 
strong two-factor 
authentication. 

5    https://www.teamsid.com/worst-passwords-2015/
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Not only is this approach more convenient for the end user, it also 
helps to protect the user credentials by avoiding relying entirely  
on a password. This helps prevent brute force attacks or attempts 
to trick the user into handing over passwords. Although this feature 
clearly has many benefits, it’s important to consider that over-
privileged users still present a danger to the organization, no matter 
how they log in.

Microsoft Passport can also utilize Trusted Platform Modules  
on supported hardware to generate asymmetric key pairs, that can 
make it harder for attackers to replay credentials which is a common 
attack on server platforms.

Credential Guard
One of the favoured techniques of attackers is a pass-the-hash 
attack. This works by taking the user-derived credentials (hash) 
stored on a system, and reusing them to impersonate network users 
without the need for their password. This has been possible because 
attackers could use admin rights to extract the information from the 
Windows authentication service (LSA).
 
In Windows 10 Credential Guard uses supported hardware to isolate 
LSA and the stored credentials outside of the operating system. 
This prevents tools such as Mimikatz from being able to view and 
replay the stored credentials and helps to prevent pass-the-hash 
attacks. This does raise the bar in terms of security, however any 
non-Windows 10 systems are still vulnerable to these attacks and 
attackers may shift focus to other tactics to move laterally. 

Device Guard
Microsoft has leveraged a combination of hardware and software 
features to lock down a device in a way that only allows trusted 
applications to run. It requires UEFI SecureBoot enabled hardware, 
with support from Hyper-V, to run. When enabled by an administrator 
the Device Guard feature can whitelist kernel and user applications, 
preventing untrusted code from running. 

The system relies on every application being cryptographically 
signed, which presents a significant challenge in an enterprise 
environment with trusted software from a wide variety of sources. 
While the security benefits are clear, the PowerShell configuration, 

 Passwords are like 
underwear: you don’t let 
people see it, you should 
change it very often, and 
you shouldn’t share it 
with strangers.  

Chris Pirillo, tech expert and TV personality 
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mandatory reboots to apply policy and binary nature of this feature 
make it difficult to implement.

The ideal scenarios for this technology are largely static 
environments such as kiosks and point of sale terminals where all 
the required applications can be determined in advance and there 
 is little need for ongoing change. 

Secure Boot
The boot of a system has often been a weak point and a target for 
sophisticated attackers. By launching an attack early in this process 
it’s possible for the attacker to compromise and undermine the 
operating system. Secure Boot is designed to leverage a feature in 
the UEFI firmware that verifies the integrity of the OS before it loads. 
This blocks rootkits from loading on an infected system, but also 
presents some challenges in environments that use bootloaders  
to support multiple operating systems.
 
Enterprise Data Protection
Microsoft is seeking to secure corporate data on devices that users 
are increasingly using for personal use as well as business.  
The principle is to identify and encrypt corporate data to prevent 
data leakage, by limiting the users and applications that can access 
sensitive data. This idea will be welcomed by many organizations 
with concerns of the possibility of a data breach.

It is not without challenges however, as it relies on being able  
to successfully classify data and this presents a number of 
challenges in working across multiple platforms and product 
versions. As organizations begin to roll out wider implementations  
of Windows 10 and Microsoft cloud services, we would expect  
adoption to increase. As with backups, EDR serves as a last line of 
defense and is complemented by preventing the compromise earlier 
in the attack chain, to prevent access to data.

 

 60% of breaches 
target payment card 
data.  

Trustwave Global Security Report 2016 
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Windows Defender Application Guard 

In late 2016 Microsoft announced Windows Defender Application 
Guard (WDAG), which aims to make the Edge browser harder to exploit 
by launching it in a virtual machine on the latest build of Windows 
10 Enterprise Edition. This is an extension of the Credential Guard 
technology that isolates the credential store in a separate virtual 
machine away from the operating system. 

This announcement highlights the challenges many organizations 
face when trying to secure users from the threat of web-borne malware 
attacks. The exploitation of unpatched or undisclosed targeted 
vulnerabilities validates the need to isolate potentially dangerous 
content away from the user. With enterprises unable to rely on detection 
technologies alone for protection, they are increasingly looking for 
more proactive approaches that favour isolation over detection. WDAG 
isolation ensures that in the event Edge is compromised it cannot be 
used as an attack vector to access the user’s data or infect the system  
an approach those familiar with Defendpoint will understand.

For security, the protected Edge browser has no access to local 
storage and requires configuration via group policy, this may mean 
usability proves a challenge. Although there are clear benefits to 
isolation, this approach only provides protection for the Edge browser 
on the latest Windows 10 Enterprise builds and doesn’t deal with any 
data outside of the browser. Users are regularly exposed to threats 
via downloads and infected documents, which represent a significant 
proportion of the attack vectors. 

Many organizations are reliant on older browsers, such as Internet 
Explorer, or battling with malicious email attachments, meaning they 
have broader concerns than the comparatively secure Edge browser. 
Microsoft highlighted that Chrome and IE represent a greater threat 
in terms of vulnerabilities than Edge. Although the approach taken 
is novel and improves security, it lacks the breadth to protect an 
endpoint from many of the threats.
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The final challenge with WDAG is it requires hardware with virtualization 
support, such as Intel processors VT-d, which may limit the coverage 
in many organizations. The operating system limitation of one hypervisor 
also mean that it cannot be used alongside VMware Workstation or 
Virtual Box software. 

It’s important to see Microsoft moving in this direction and validating 
the need for multiple layers of proactive security to protect endpoints. 
Avecto will continue to support Windows 10 and provide foundational 
security that offers multiple layers of protection against advanced 
threats. Defendpoint offers a holistic approach by combing content 
isolation of websites, documents and email attachments with award 
winning privilege management and whitelisting technologies.
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Challenges

Hardware
Many of the features of Windows 10 are reliant on the latest 
generation of computer hardware to realize the full security benefits. 
This takes time to filter through to the enterprise, where there  
is often support for hardware dating back to much older operating 
systems such as Windows XP. As such, many of the real benefits of 
Windows 10 may not be experienced for a number of years. Although 
larger deployments of secure Windows 10 hardware will significantly 
improve the security posture of an organization, ultimately a 
business is only as strong its weakest link, and without complete 
coverage there are still security risks.

Threats
As the operating system evolves, so too do the threats. Although 
Windows 10 offers numerous improvements to security there are still 
many threats that can do significant damage. From data breaches to 
ransomware the user’s access to data can still be exploited. 
 
Malicious content and vulnerable software can still execute in the 
same context as the user leading to data being stolen or encrypted. 
This is an increasingly common story with users opening phishing 
attachments or being compromised by browsing an infected website.

Privileges
As with all previous versions of Windows, there are two main account 
types; administrator or standard user. With 85% of Microsoft Critical 
vulnerabilities mitigated by removing admin rights[6] it is clear that 
admin users present one of the largest dangers to the security  
of an organization.

The benefits of operating without administrator rights are impossible 
to ignore. The process of removing admin accounts from employees 
and adopting standard user accounts is straightforward on 
Windows 10. Although this offers the best security stance, it does 
present a number of usability challenges as many common tasks 
and applications will require admin rights to work. This leads to 
organizations having to trade off security and usability – creating an 
environment where users are overly locked-down.

6  Microsoft Vulnerabilities Report 2015
7   https://blogs.windows.com/windowsexperience/2016/05/05/win-

dows-10-now-on-300-million-active-devices-free-upgrade-offer-to-end-soon/#BsF-
9CBkPYyHiJmDc.99

 Apps that come with 
Windows 10, including 
Photos, Groove Music, 
and Movies & TV are 
seeing millions of active 
users each month, 
including more than 
144 million people 
using Photos. 

Microsoft
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Popular tasks requiring admin rights in Windows 10:

> Changing the date and time
> Changing power settings
> Changing network settings 

User Account Control (UAC) was first introduced in Windows Vista 
to allow users to grant admin privileges to applications and tasks. 
Admin users are simply prompted to authorize the request, and 
standard users are prompted for admin credentials and are unable 
to proceed without them. This becomes a challenge if organizations 
are seeking the security benefits of standard user accounts, without 
compromising user freedom.

Although the UAC prompt has evolved in Windows 10, it still offers 
an ‘all or nothing’ approach to privileges with no level of filtering or 
customization. Users without admin rights become frustrated and 
suffer a bad experience and reduced productivity, whereas those 
with admin rights become “click blind”, simply authorizing all UAC 
dialogues and opening the door for attackers.

 
How Defendpoint works with 
Windows 10 

Avecto has built Defendpoint to complement Windows 10 and allow 
organizations to create the most secure endpoints possible using a 
combination of proactive defenses. As a Microsoft Gold Application 
Development partner, Avecto has worked closely to leverage existing 
Windows technologies to improve security, usability and productivity 
in Windows 10 environments.

Least privilege
Defendpoint allows organizations to harness the security of standard 
user accounts on Windows 10 by removing the need for full admin 
accounts and applying a more granular layer of control. Through 
simple policy rules Defendpoint grants users to access privileges 
when they need them, allowing  them to perform tasks seamlessly 
without the risk of a full admin account.
 

 To get the most 
protection, consider 
layering multiple 
endpoint tools to limit 
the attack surface to 
a manageable level.  

Chris Sherman, Forrester: Prepare For the 
Post-AV Era Part 1: Five Alternatives to 
Endpoint Antivirus



avecto.com 12

Whitepaper

Privilege Management allows organizations to move beyond the 
limitations of the ‘all or nothing’ UAC approach, and benefit from  
a position of least privilege, greatly reducing the attack surface. 

Application whitelisting
Whitelisting is often the number one security recommendation 
of analysts and industry experts, including the Council on 
CyberSecurity, SANS, GCHQ and CPNI –However, this strategy  
is often difficult to achieve.

With limited scope and no exception handling there are significant 
obstacles in implementing features such as Device Guard or 
AppLocker in the enterprise environment. Control is not as simple 
as allowing or denying an applicaton; users need flexibility and 
tools such as the command prompt, and the IT team requires more 
granular controls. With a PowerShell interface for configuration and 
required reboots for applying policy it is clear that managing and 
deploying Device Guard is not a trivial task.
 
Defendpoint’s application control capabilities complement Windows 
10 and make whitelisting manageable. By removing admin rights, 
the user can no longer install programs or alter system files without 
approval. This allows organizations to put in place simple rules that 
trust the corporate build using simple firewall style rules in a policy 
that deploys rapidly without requiring a reboot.

Defendpoint also provides a great end user experience offering fully 
customized messaging to handle exceptions to policy and granular 
control over applications such as the command prompt, ensuring 
they are used and not abused. This improves the overall security  
and user experience, reducing the reliance on the IT helpdesk.

Proactive isolation and security
Even with a standard user account on Windows 10, threats can be 
introduced to the environment by malicious content and vulnerable 
applications. These same applications are often the web browser 
or document viewers that are critical to the operation of any 
organization.

 Defendpoint’s 
Application Control 
capabilities complement 
Windows 10 and make 
whitelisting manageable. 
By removing admin rights, 
the user can no longer 
install programs or alter 
system files without 
approval. 
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In order to protect the system and user data from attack, 
Defendpoint proactively isolates potentially dangerous content in a 
sandbox environment. This allows organizations to defend against 
ransomware and many advanced attacks that originate from infected 
websites, documents and email attachments. The Defendpoint 
sandbox uses technology built into Windows 10 using the secure 
isolation of user profiles to provide unprecedented protection and 
performance.

Uniquely, Defendpoint combines its privilege management and 
application control capabilities within the sandbox to provide 
multiple barriers to protect against attack, as part of a defense in 
depth strategy.

Combined benefits make prevention possible
The combination of Windows 10 and Defendpoint allows you to 
benefit from the most productive and secure version of Windows to 
date. Balancing  seamless and lightweight security with an enhanced 
user experience, organizations can increase productivity and reduce 
management overheads, as well as stopping malware from executing 
on the endpoint.

There’s no time like the present to upgrade your organization’s 
security posture, and deploying Defendpoint is a great way to do it.
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About Avecto

Avecto is an innovator in endpoint security. Founded in 2008, the 
company exists to protect businesses from cyber attacks. 

Its endpoint security software, Defendpoint, is a multi-layered 
prevention engine that stops malware at the endpoint. It takes a 
proactive approach, uniquely integrating three core capabilities of 
privilege management, application control and content isolation in 
one lightweight agent. 

This unique and award-winning combination makes prevention 
possible, allowing businesses to build solid security foundations 
that protect over 8 million endpoints at many of the world’s most 
recognizable brands. This proactive strategy is advocated by 
analysts, industry experts and security professionals alike.

Avecto’s simpler and smarter approach to security makes 
organizations more secure from day one. For more bespoke 
requirements, an experienced and qualified team of consultants is 
available to guide the implementation and ensure project success.

UK 2014

Americas  /  Germany  /  UK  avecto.com  /  info@avecto.com


