
Challenges of enterprise 
Mac management

Introduction

In this short article we look at the challenge posed to 
enterprises by the rise in Mac adoption.

Macs in the workplace were once few and far between. But, 
increasingly, that’s no longer the case.

Research carried out by JAMF found 68% of IT executives say 
Mac usage increased in their organization in 2015. [1] And, if the 
findings of this report (and others like it) are to be believed, the 
trend seems set to continue. Of those surveyed, 67% think Mac 
will cut into the PC share of the market in the next three years.

The problem with this rise in usage is that until recently, there 
has been no viable solution for controlling and managing 
enterprise Macs. Historically, this meant Mac users were 
allowed privileges (such as full admin rights) and the devices 
have generally been allowed to exist outside of the corporate 
network. As the popularity of Macs increases, so too do the 
risks. Symantec research revealed a monthly average of 
between 10,000 and 70,000 Mac computers infected with 
malware in 2014. [2] And, perhaps even more concerningly, 
Sophos suggests 82% of enterprise Mac users do not get 
security updates. [3]

Number of threats on the increase

For a long time, there has been a perception that Macs are 
more secure than Windows devices. However, their popularity 
has made them an increasing target for cyber criminals, with a 
growing number of threats now focusing on the platform.

XCode Ghost Malware is one example of this, and saw cyber 
criminals planting malware on Apple apps. And another Apple-
specific threat is the KeRanger malware, which was hidden 
inside the installer of the popular Transmission BitTorrent client 
for OS X. Those unlucky enough to fall victim to it are also hit with 
a one bitcoin (around $410) ransom demand.

Don’t treat Macs differently

Until recently, Mac security options have been behind the curve, 
and wholly reliant on detection.

One of the key challenges for Mac users is that removing admin 
rights makes it difficult to complete many common tasks (such as 
changing the time, or installing a new printer) that you’d expect 
them to be able to.

And, there’s potential for even bigger issues if high-level 
employees, such as executives, are exploited. These not only 
have access to some of the most valuable content and data, but 
there’s a good chance they’re among the Mac users in some 
enterprises.
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This makes them a tempting candidate for criminals to target 
specifically.

The message then, is clear - when it comes to security, treat 
Macs equally. The right approach is to follow the same best 
practice – patching, least privilege and whitelisting applications 
- on all devices, no matter what operating system is in use.

Defendpoint for Mac

With Defendpoint for Mac, users can run admin tasks and 
privileged applications without the need for an admin account. 
You regain control of apps with pragmatic whitelisting, so that 
only known good applications can run, while users have the 
freedom and flexibility to perform everyday tasks. For the first 
time, you can achieve the same level of security and usability 
on a Mac as you can on a Windows PC.

Conclusion

Gaining control of Macs within your enterprise is essential and 
possible. Traditional problems, such as a lack of visibility on 
activity and user behaviour, and the need for admin rights, can 
be overcome even with standard accounts issued instead of 
full admin accounts. Defendpoint for Mac allows for specific 
privileges to be assigned based on the user’s day-to-day 
needs. This provides users with the flexibility they need to 
get the job done and means organizations can secure all 
endpoints. Take a look around your workplace. Windows may 
remain the dominant platform, but if Macs are in use the time to 
secure them is now.

Key takeaways

• Macs should not be viewed as more secure than Windows 
endpoints

• The number of Mac-specific attacks are on the increase

• Organizations can finally a level of security, control and 
usability, that has been previously reserved for Windows-
based devices

• Defendpoint for Mac combines privilege management and 
application control to finally allow businesses to remove 
admin accounts and allow users to be productive
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