
Least is the new 
less privilege

Introduction

Despite its historical reputation as an insecure operating 
system, Windows today provides one of the most secure 
platforms for personal computing. Balancing usability and 
security has always been a compromise, especially in the 
consumer space, where User Account Control (UAC) provides 
a solution that isn’t perfect, but is useful when there’s no IT 
department to implement controls and help users decide about 
making changes to system configuration.

But UAC Protected Administrators don’t offer the same level 
of security afforded by standard user accounts, and moreover 
enterprises can’t customize UAC elevation prompts, granularly 
assign privileges to applications, or quickly grant rights in 
situations where policy prevents privilege elevation.

The rest of this article examines why UAC Protected 
Administrators are not suitable for use in the enterprise, and 
how IT admins are falling victim to attackers.

Pitfalls of User Account Control

Windows users have traditionally required administrative rights 
to perform even the most basic system tasks, but as part of a 
security review following the release of Windows XP Service 
Pack 3, UAC was introduced in Windows Vista as a means 
of making it realistic for users to log in to Windows without 
administrative privileges, and to persuade developers to create 

applications compatible with standard user accounts. But it’s 
important to note that UAC is not and was never designed to be a 
security boundary. 

UAC Protected Administrator (PA) accounts run with standard 
user privileges most of the time, but allow users to elevate rights 
on demand, or when prompted by the operating system. By 
default, elevation prompts require consent from users, or can 
be configured to require that users re-enter their password. In 
Windows 7 and later, a new default setting was added to UAC 
to allow Windows to silently elevate many system tasks without 
prompting users.

Protected Administrators versus 
standard users

PAs are a consumer technology designed to allow users to make 
changes to system-wide configuration, but minus administrative 
privileges most of the time, and without requiring users to 
maintain a secondary account. PAs can obtain full administrative 
access to a system, and as such are able to change UAC 
settings, or disable it completely, and circumvent other security 
controls, such as Group Policy.

Standard user accounts offer more protection than PAs because 
Windows tasks can’t be silently elevated without explicit consent, 
and cannot be exploited using DLL hijacking attacks. While 
Windows integrity levels block some forms of inter-process 
communication, there’s no security boundary between processes 
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running on the same desktop, and as such standard users are 
less vulnerable because they are prevented from launching 
processes with full administrative privileges.

Microsoft recommends standard user accounts due to the extra 
protection they offer. Additionally, it’s worth considering that PAs 
often consent to actions that are ill-advised, either because of a 
lack of expertise or knowledge on the user’s part, or because of 
the tendency to ignore security warnings.

Privilege abuse

It would be nice if we could always trust employees to use the 
privileges granted to them for authorized activities, but the 
reality is that even if configuration changes to systems are not 
always intentional, the temptation to reconfigure devices, or 
install unauthorized software, remains too big for many.

“The top action was privilege abuse - at 55% of incidents 
- where internal actors abuse the access they have been 
entrusted with.” - Verizon Data Breach Investigations Report 
2015.

UAC isn’t designed to provide corporations with granular 
control, so users are effectively given full administrative access, 
or nothing. This lack of flexibility leads to a situation where 
standard user accounts provide a security ideal, but often leave 
users not being able to run legacy software, or perform other 
system tasks that might genuinely be required for work-related 
activities.

IT admins are also a threat, and according to Verizon’s 2015 
Data Breach Investigations Report, “60% of incidents were 
attributed to errors made by system administrators - prime 
actors responsible for a significant volume of breaches and 
records.”

Risk of exposing privileged 
credentials

Although it is best practice to restrict the use of domain 
administrator accounts to domain controllers (DCs), and add 
privileged domain accounts to the Active Directory Protected 
Users group, these recommendations are often flouted. And 
because Windows caches credentials when domain users log 
in, so that systems can be accessed when there’s no domain 
controller available for authentication, privileged domain 
credentials are cached on devices that are not as well protected 
as DCs, increasing the likelihood of privileged credential theft.

If a malicious user gets access to the local Security Account 
Manager (SAM) database, where cached password hashes 
could be used to gain access to domain controllers, or other 
sensitive devices on the network. Therefore, the use of PAs is 
not recommended, to ensure protection of privileged accounts 
used on the local machine.

Your IT admins are a target

IT staff have become a prime target for hackers because they 
are often granted administrative privileges to domain joined 
devices, providing an easy point-of-entry to corporate networks. 
Using social networking sites, such as LinkedIn, hackers can 
easily identify IT admins, and then target them using social 
engineering techniques.

The devices used by IT staff can be used as a launch pad to 
move around networks unnoticed, and if other security best 
practices are not followed, sensitive systems can be easily 
compromised with the help of domain admin credentials. The 
worst case scenario being that a malicious actor could take 
complete ownership of an organization’s systems and data.
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